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Abstract— Protecting data over the internet is a paramount
concern. Cryptography plays a significant role in cybersecurity.
The Diffie Hellman (DH) and the RSA Algorithms are the basis
of several security standards and services on the internet. If the
security of both algorithms is compromised, such systems will
collapse. In this proposal, the combined cryptography system
aims to achieve a secret message exchange. The Diffie-Hellman
(DH) algorithm is implemented in securing data on the internet.
The DH uses a symmetric key algorithm for shared secret keys
between parties over an wunsecured channel. The DH
vulnerabilities, it does not have an authentication mechanism to
validate the key exchange values, including the primitive root,
which is essential to secure the communication.

In this paper, we proposed that Enhanced Diffie-Hellman
(EDH) will not generate primitive root (g). Instead, it uses two
prime numbers (P and Q) on both parties and performs pre-
computation before both parties exchange key values. Another
strength of the proposed algorithm, it provides authentication for
better security—also, the integration of EDH and RSA algorithm
to handle secure encryption and decryption of the data. The
proposed algorithm is secure. It encrypts and decrypts the
message with secretly generated sender key and receiver key,
which is known to the sender and receiver—implemented two-
level security.

Index Terms— Diffie-Hellman, Public Key Cryptography,
RSA, Secure Key Exchange, Authentication

I. INTRODUCTION

HE public-key cryptography, also known as asymmetric
encryption, is a form of a cryptosystem that uses both
public key and private key, the keys used in encryption
and decryption of data. Public key cryptography is composed
of digital signatures, key exchange, and data encryption. This
cryptosystem helps in achieving data integrity, confidentiality,
and authentication. [1] - [3]. Cryptography plays a major role
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in securing information shared over the internet. In this way,
the unauthorized user cannot access the information, and it
changes the plain message into a cipher form. [4] - [7].

TABLE |
WORK LIMITATION OF DIFFIE HELLMAN AND RSA
Diffie Hellman RSA

- not applicable for
asymmetric key exchange

- not applicable in digital
signature

- could be used is Denial-of-
Service attack

- cannot be used to encrypt a
message

- prolonged key generation

- slow signing and decryption
while slightly tricky to
implement securely

- the key is vulnerable to
various attack if poorly
implemented

Table | shows the limitation of both DH and RSA algorithms.
The authors aim to modify the key-exchange value for both
algorithms to increase reliability and security [8], [9].

The DH key exchange is widely used to establish session
keys in Internet protocols. It is the primary key exchange
mechanism in SSH and IPsec and a popular option in TLS.
The DH purpose is to allow two users to securely exchange
secret keys for subsequent message encryption [10], [11]. The
DH Key exchange algorithm is the public key exchange
mechanism of cryptography in which both parties must agree
on a secret key sharing unique to the parties communicating
data [12] - [16]. The computation of P and Q involves
calculating some more common factors, which makes the
calculation more complex [17], [18].

Ephemeral DH used in TLS differs from Classic DH
(CDH). The CDH key exchange uses the same DH private
key. When both parties perform key exchange, they end up
with the same shared secret. In Ephemeral DH, it generates
key value for every connection and never use the same key. It
enables Forward Secrecy (FS) to avoid the server long-term
private key get leaked. The Ephemeral DH also aims to
replace TLS resource-constrained Internet of Things (loT)
devices using a selection of lightweight ciphers and formats.
[19-21].

Elliptical curve cryptography (ECC), with its tenets on the
elliptic curve theory, is a general key encryption method for
making quicker, shorter, and more effective keys. The elliptic
curves vulnerabilities are twist-security attacks and side-
channel attacks. These attacks threaten to invalidate the
security ECC aims to provide private keys [22] - [24].
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Il. LITERATURE REVIEW

A. Diffie Hellman Algorithm

The DH protocol is commonly implemented and deployed
that has less security because it has no authentication
mechanism. To maintain support for obsolete 1990s-era
export-grade crypto, it uses week DH parameters for Servers.
[25],[26].The Diffie Hellman Key Exchange (DHKE) protocol
was applied in an embedded system and used to analyze the
1024-bit and 2048-bit key timing patterns during the attacks.
The implementation of securing Raspberry-pi protocol in
embedded systems, reveal several vulnerabilities like lower
processing power and high deployment scale. [30], [31],[32].
DH algorithm supports the following:

. Secure Socket Layer (SSL)

. Transport Layer Security (TLS)

. Secure Shell (SSH)

. Internet Protocol Security (IPSec)
. Public Key Infrastructure (PKI)

. Bitcoin and Etherium

. Online shopping

. Cellphone communication

. Used in a card payment system
10. POS ATM network management

B. RSA Algorithm

RSA applied in a network environment cryptography. It
supports the following hardware and software:
1. Securing electronic communication and online data
storage.
2. Provide a method of assuring confidentiality, integrity,
and authenticity of electronic communication.
3. Use to ensure the internet, social media, online
shopping & secure personal information.
4. It is used in security protocols like IPSEC/IKE,
TLS/SSL, PGP, SSH, and SILC.
5. The government and military used
communication.
6. Itisused for signing a digital signature.
7. It is implemented on a website and web-based
application.
8.  High-speed & simple encryption.
9. Itiseasier to implement and understand.
10. Widely deployed, better industry support & prevents the
third party from intercepting the message [9], [27]-[29].

C. Secure Sockets Layer (SSL)

SSL the gold standard for keeping an internet connection
secure and also safeguarding the sensitive data between two
systems, preventing the unauthorized user from reading and
modifying any information transferred, including potential
personal details. It guarantees the transferred data between
systems or sites and users, and it remains secure and
impossible to read, it uses encryption algorithm is
implemented to scramble data during transmission, deter the
unauthorized user from acquiring it [33].
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I1l. PROPOSED ALGORITHM
The proposed integration of the EDH and RSA algorithm is

AVESTRO ET AL.

composed of two parts. The EDH algorithm generates key
exchange value while the RSA algorithm encrypts and
decrypts the message. The combination of EDH and RSA
algorithm will be integrated into SSL protocol.

Prime Aulhamiciale Secret Key Enhanccd
Number N Public/ Eneryption Diffie-
- Private > : Hellr
Generation kev Techmques > clman
kex (EDH)
Hybrid ESecret K_Cy. EDH
Applying to fe—| Algorithm {e— Dn;nr';p‘:;n’; 4 Generated
SSL, (EDH and ¥P Prime
RSA) Number

Fig. 1. Flowchart Diagram of EDH with RSA Applying to SSL.

First part:

A. Secret key generation

Secret key generation is using the EDH algorithm. These are
the steps:

1. User A generates a random prime number (P), and then
it will be multiplied by 2 (Pn). Therefore Pn =P * 2 (to
avoid using primitive root, the value of P will be twice)
and sends it to User B.

2. The User B receives Pn and calculate it as P = Pn/2 (to
return the user A original prime number (P)). After this,
User B also generates a random prime number (Q).
User, B makes Q as Qn = P + Q (to add P to Q) and
send it back to User A.

3. User A received the number from User B and
subtracted P to Qn.

User A get Q = Qn-P and assign this value of Qn to Q
B. Authentication process

4. User B Authenticates and Send Public key to user A

and receive the value of Qn.

Q’ = Qn-P and then compare with the value of Q

If Q'==Q are equal, it will continue. Otherwise, it will
stop to prevent compromised conversation.

If the value of Q matches then User B generate this
public key (PubB)

Select Random Private Prime Number Pb.

PubB = P?* mod Q

PubB is sent to User A

5. User A receives Public Key of User B, and then User A
also generates a public key (PubA).
Select Random Private Prime Number Pa
PubA = PP mod Q
PubA sent to User B

6. User B receives the Public Key of User A and Secret
Key Generation process

SecKb = PubB mod Q (1)
7. User A Secret Key Generation Process
SecKa = PubA™ mod Q 2)

Second Part: Sender key and Receiver Key Generation
The sender key will be used for message encryption while the
Receiver key will use for decryption to the receiver message.
8.  Calculate the new Prime number (Pnew)

For User A
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Pnew = P x SecKa (the value P originated from step 1,
and SecKa is from (2)
Find next prime of Pnew and which new value of P of
User A
P = next prime(Pnew)
For User B
Pnew = P x SecKb (SecKb originated from (1)
Find next prime of Pnew and which new value of P of
User B
P = next prime(Pnew) 3.2)
Notice that (3.1) and (3.2) are the same value because the
secret key must identical in both User A and User B
9. Calculate new Q
For User A
Qnew = Q x SecKa (the value of Q originated from step
2, and SecKa is from (2)
Find the next prime of Qnew, which the new value of Q
at User A
Q = nextPrime(Qnew)
For User B
Qnew = Q x SecKb (SecKb originated from (1))
Find the next prime of Qnew, which the new value of Q
at User B
Q = nextPrime(Qnew)
The RSA Algorithm
The values of Prime number P and Q respectively originated
from EDH to avoid RSA to generate random prime numbers
to increase security.
10. Calculate the value of N and oN
N=PxQ (5)
oN = (P-1)x(Q-1) (6)
11. Choose e such that 1 <e <¢N and e and N are co-prime
12. Compute the value for d such that d x emodeN = 1
13. Sender key is (e, N); Receiver key is (d, N)
14. The encryption of message (m) is

(3.1)

(4.1)

(4.2)

¢ =m*mod N @)
15. The decryption of message (c) is
m =c?mod N 8)

IV. SIMULATION AND RESULT

The classic Diffie-Hellman algorithm compared to the
modified Diffie-Hellman based on the following criteria: using
64-bits, 128-bits, 1024-bits, and 2048-bits symmetric keys
lengths.

TABLE Il.
COMPARISON OF CDH AND EDH

Symmetric Enhanced Classic DH Time

key DH Difference %
64 — bits 27.72 sec 88.58 sec 68.70 %
128- bits 66.71 sec 165.55 sec 59.70 %
512 bits 271.96 sec 603.87 sec 54.96 %
1024~ bits 1722.82 sec 2450.66 sec 29.70 %
2048- bits 18551.22 sec 23352.92sec  20.56 %

Table 11 shows that Enhanced Diffie-Hellman is much faster
amongst symmetric keys versus Classic DH.
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Classic vs. Enhanced DH
Algorithm

50000

64 128 512 1024 2048

e C|assic DH (sec) Enhanced DH (sec)

Fig. 2. Classic and Modified Diffie-Hellman Comparison.

Fig. 2 shows the performance comparison of the CDH and
the EDH algorithms in terms of run time. The EDH is faster in
all symmetric key lengths, ranging from 64-bits up to 2048
bits since the EDH does not require to generate primitive root.
The time needed is significantly shorter compare with CDH in
different symmetric key lengths. Since RSA generate two big
prime number, the key generation is slower. The proposed
algorithm will use the two prime numbers generated by EDH
to speed up the keys needed by RSA. In that way, it gets faster
key generation, encryption, and decryption of messages—the
throughput in the actual scenario improved. More transactions
can accommodate.

A. Program Simulation

<A Blue): Terminal Window - DH1 - [m] X

Options

ENHANCED DIFFIE-HELLMAN ALGORITHM

User A enter prime number P: 211

User B enter prime number Q: 233

User B enter public key number B: 15

User A enter public key number A: 12

User A and User B can communicate with each other!!!
They share a secret no = 157

RSA ALGORITHM

Please enter a message: Hello
Message data: 72 181 188 188 111
Encrypted data: 183 118 80 88 188
Decrypted data: 72 181 168 188 111
The original message is :Hello

Fig. 3. Integration of EDH and RSA algorithm.

Fig. 3 shows the EDH and RSA algorithms. The first part is
EDH. It allows the user to input two prime numbers, public
keys, and generates a secret key. The second part is that the
RSA algorithm uses the two prime numbers (P and Q)
generated by EDH. The program allows the user to compose
message data, encrypt, decrypt, and return the original
message.

B. Time Complexity

The CDH and EDH time complexity comparison depicts
below.

The CDH will undergo the following process:

Step 1: Choose prime numbers (P) and primitive root (g)
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Step 2: User A selects a secret no(a) and computes g2 mod p,
let us call it A. User A sends A to User B.

Step 3: User B selects a secret no(b) and computes g° mod p,
let us call it B. User B sends B to User A.

Step 4: User A computes S_A = Ba mod p
Step 5: User B computes S_B = Ab mod p

Step 6: If S_A=S_B, then User A and User B can agree for
future communication.

It has constant values for the following:
A prime number (P) = O (1)
Primitive root (g) > O (n)

User A Secret number (a) > O (1)
User B Secret number (b) > O (1)
User A Secret key (A) 2> O (1)
User B Secret key (B) = O (1)
User A Shared key (S_A) > O (1)
User B Shared key (S_B) > O (1)

The CDH has seven constants value and one variable, which
the primitive root generation (g). It will come with a big O
(7+n).
The Enhanced DH undergo the following process:

Step 1: Generation of two prime numbers (P, Q). Perform
computation and validation
Step 2: User A selects a secret number(A) and computes

PubA= P2 mod Q, let us call it PubA. User A sends
PubA to User B.

Step 3: User B selects a secret number(B) and computes
PubB=P"® mod Q, let us call it PubB. User B sends
PubB to User A.
User Al computes SecKa = PUbAP mod Q
User B computes SecKb = PubB™ mod Q
If SecKa == SecKb S_B, then User A and User B
can agree for future communication.
It has constant values for the following:

Prime number A (P) = O (1)

Computed User A Prime (Pn) > O (1)

Primitive root B (Q) 2 O (1)

Computed User A Prime (Qn) = O (1)

Validate Q ‘== Q 2> O (1)

User A Secret number (A) > O (1)

User B Secret number (B) > O (1)

User A Public key (PubA) - O (1)

User B Public key (PubB) = O (1)

User A Shared key (SecKa) = O (1)

User B Shared key (SecKb) = O (1)

Step 4:
Step 5:
Step 6:

The EDH has eleven constants. It comes up with a big O (1).
The CDH algorithm took four seconds, and the EDH
algorithm took three seconds for execution.
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C. SSL Testing

The time cost-related before the exchange of data via TLS,
both parties must agree

on the connection parameters: the version of the protocol used,
the method of data encryption, and also to check the
certificates, if necessary.

TABLE IlI
WORK TEST OF SSL PROTOCOL RESULT
Protocol Cipher Hash Key Request
exchange Per second

SSL2 RC4 MD5 RSA 79

40-bits 512 bits
SSL3 RC4 SHA1 RSA 85

56-bits 512 bits
TLS RC4 SHA1 RSA 92

40-bits 512 bits

Table 1l shows that when the protocol version and the
encryption method are approved, the client checks the
submitted certificate and initiates the exchange of keys based
on RSA or Diffie Hellman, depending on the set parameters.
Simultaneously, the performance of the software
implementations of the RSA algorithm is low and quickly
decreases with increasing key length.

V. CONCLUSION

The proposed algorithm is a secure and detailed process of a
cryptosystem. It is easy to understand and more reliable as the
algorithm complexity is a logarithmic problem to solve.
Security of RSA depends on the prime factorization of N. The
proposed algorithm authenticates a user as shown is the first
part of the algorithm by exchange value of random P and Q.
Then generate secret key at both sides. Secret keys are not
known or sent over a communication channel, so eavesdropper
has no chance to get the value of the secret key. This value of
P and Q secretly generated at both sides, and this value is not
shared through the communication channel, so we claim that
the proposed method is more secret than the original RSA.
The disadvantage of the proposed algorithm has extra steps
that mix symmetric key and asymmetric key cryptography.
The time required for this integration steps is disadvantageous
of this proposed method. But we can achieve better security

Also, the SSL protocol is used to secure communication
over the internet. However, the protocol has several
weaknesses and limitations, which leads to various
vulnerabilities. The proposed algorithm is secure, two-level of
security implemented. The algorithm is based on hybrid
cryptography, it uses asymmetric in the sender, and receiver
key and symmetric key that is both users A and user B uses
the same key pair for encryption and decryption of the
message.
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