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Abstract—Security system is one of the common problems to
protect an environment such as personal house or a warehouse.
There are numerous methods and technologies available to be
used as part of a security system. However, creating an effective
and efficient security system is not a trivia task. In this paper, we
present a security system that offers a better efficiency. It has the
capability to identify when an intruder enters a warehouse and
send a report to registered user via short message service (SMS).
It is based on vibration and infrared to detect intruders. Our
objective is to describe the technology, development process, and
the result of using the system in real case. We specifically use
Raspberry Pi as the microcontroller of our system due to its ease
of use. In our test case, we implemented our security system in a
warehouse and observe the effectively of our system to detect
intruders. We test a few possibilities of intruder’s method to
enter the warehouse and record the response of the system. The
result shows that the system has effectively record the event and
send a report via SMS to registered user. The average time
difference between intrusion event and notification received by
user is 5 to 10 seconds.

Index Terms—Security-System, Raspberry-Pi, Infrared Sensor,
Vibration Sensor, Microcomputer.

I. INTRODUCTION

SECURITY system is one of the most demanding feature in
our current society. The availability of an effective and
established security system has become a necessity in
everyday activity. Using only man power for security is no
longer considered as an effective method. The cost to hire
adequate person to cover a certain area and the inability to
guarantee an effective 24-hour security are two of the biggest
problem in man-based security. Hence, the role of technology
has replaced man based security as the vital part of the
security. There are many methods and technology available to
develop a solid security system. However, the use these
technologies to achieve a better security should be in line with
efficiency. For example, while recording a 24-hour event is
considered as the most effective system, it is still considered
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inefficient due to redundant amount of recording that contains
no crucial information. Moreover, the cost of maintaining the
system to work in 24-hour can be extremely expensive.

The objective of this work is to introduce a method that
solves the efficiency problem without jeopardizing the
effectiveness of the security system. The proposed system uses
two sensors, infrared and vibration, to detect occurring
intrusion event. In addition, the system also able to perform a
one-way communication to registered user in order to notify
the user should any event is occurred. We build this system
using Raspberry Pi as its main board. Moreover, the system
will be connected to a PC that will operate as an SMS
gateway.

The paper is presented as follows: in the next section 2, we
will discuss any works/research that has been done related to
our topic. Section 3 will discuss the overall architecture of our
proposed system. The implementation will be presented in
section 4 followed by testing and results in section 5. Section
6 summarizes the work that has been presented in this paper.

Il. RELATED WORKS

Raspberry Pi [1] is a small single-board computer hardware
that allows developers to study basic computer system.
Developed and firstly introduced by Raspberry Pi Foundation
in 2012, the purpose of this device is to simplify computer
hardware while decreasing its cost. It's simplicity and the
capability to work as stand-alone computer hardware gives
opportunity for students and researchers to create a dedicated
computer for a specific task. While the size of Raspberry is
relatively small compared to a common computer, Raspberry
Pi is capable to contain common computer hardware such as
processor, memory, GPU, and storage. It also has the
capability to run basic operating system such as Linux and
Windows. There are numerous research based uses Raspberry
Pi as its platform. Russel Barnes writes several projects using
raspberry pi [2]. Shaijupaul, et al writes Android based Home
Automation Using Raspberry Pi[3]. Pawan Singh, et al
has done review paper on Smart GSM based Home
Automation System [4]. The wireless remote car uses
Raspberry Pi as its main board.

Passive Infrared sensor is an electronic sensor that detects
an event based on changes of infrared light radiating from
objects in its view. The operating principle of infrared sensors
is that all objects emit heat energy in the form of radiation.
The radiation is mostly invisible since it emits at infrared
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wavelength. An infrared sensor is able to detect the radiation
emitted by objects. Usually, the sensor does not require to
emit any energy to perform the detection, hence the term
passive is embedded to the sensor. Infrared vision is mostly
used to detect objects in dark environment. In the case of
security, where the intrusions mostly occurred during the night
to avoid the crowd, the use of infrared vision can be very
important to record the event. Fig.2 shows the Infrared
wavelength.
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Fig. 1. Infrared Wavelength just below the visible light spectrum. (Image
courtesy of Khan Academy [5])

Most of the works that use passive infrared sensor are either
related to security based intrusion detection or internet-of-
things tools development.

I1l. SYSTEM ARCHITECTURE

A. Overview of Project

In this section, an experimental setup is implemented with
real instruments. An Arduino controller is used along with
the raspberry pi to achieve the desired result. A Web based
system is developed using the Smart Access feature of the
Raspberry pi. The equipment used in experimental setup is
shown in Fig. 2 below.
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Fig. 2. The block diagram of our Project.

The system contains 4 main components: camera, infrared
sensor, vibration sensor, and a personal computer as a SMS
Gateway. The system workflow can be summarized as
follows: the two sensors, infrared and vibration are
continuously sensing the targeted area. If one of the sensor
senses an event, it will send a signal to Raspberry Pi.
Raspberry Pi, acting as the main controller, sends the signal to
a connected SMS Gateway. The SMS Gateway will then build
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a message based on the detected event and send the message
to a registered user.

Physically, the system is divided into 2 main modules:
sensor module and server module. The sensor module
connects contains and manage the two sensors while the server
module sends notification from sensors to registered user. The
sensor module uses Arduino Uno as its main board while the
server module uses Raspberry Pi. Each of these modules has a
wireless device to communicate with each other. We use
NRF24L01 as our wireless communication tools. This device,
as shows as the image below, is a microcontroller that capable
to send via Radio Frequency 2.4 GHz. It works on 3V DC
power source and compatible with Arduino and Raspberry Pi.
Fig.3 shows the Microcontroller model nRF24L01.

Fig. 3. Microcontroller model nRF24L01

We will go through each module in the next 2 subsections.

B. Sensor Module

The sensor module is responsible to detect intrusions by
detecting infrared radiation changes and vibration. Hence, the
module uses two sensors to perform this task; passive infrared
sensor and vibration sensor. We also add the capability to
produce a sound in this module to give a notification when the
sensors detect changes. All of these devices are connected to
an Arduino Nano as the main board. Fig.4 shows the Physical
Form of Arduino Nano and Fig.5 shows the Architecture
Schema of Arduino Nano.

Fig. 4. Physical Form of Arduino Nano
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Fig.5. The Architecture Schema of Arduino Nano.

For this research, we use a Passive Infrared Sensor from
Adafruit with Arduino compatibility as shown as the image
below. This sensor has the capability to detect motion from
averagely 7 meter’s. Its cone shaped camera has a 120 degree
viewing angle. As for the vibration detection, we use sensor
model SW-40 as shown in the image below. This sensor has a
working voltage between 3.3 V to 5 V and will pass LOW
output when there is no vibration detection, and HIGH if
otherwise. The last part connected to the main board is a
Buzzer. This device is responsible to generate a sound when it
receives electrical current. We use 3.5V-5V Standard Passive
Buzzer Model for the current system as shown on the image
below. It is compatible with Arduino and capable to produce a
sound with an adequate volume.

a)

@_

Fig. 6. a) Infrared Sensor, b) SW-40 Vibration Sensor, and ¢) Buzzer

C. Server Module

The Server module is responsible to generate notification to
user regarding the detected signal from sensor module. When
it received a signal from sensor module, it formed a message
regarding the detection information and sends it to registered
user. To perform this task, this module requires a modem
connected to the device. For the server module, we use a
Raspberry Pi as the main board. Our current work uses
Raspberry Pi 2 with 900 MHz 32 bit quad-core ARM Cortex-
AT as its CPU. It also has 1 GB Random Access Memory and
has a built in GPU. We use this device to act as our SMS
gateway that sends notification to user.
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IV. IMPLEMENTATION

The first part of the implementation process is to connect all
of the devices described above. In this section, we will go
through the process of connecting the devices based on the
architecture.

A. Connecting NRF24L01 with Raspberry Pi B+ and
Arduino

Since both modules require a form of communication, we
install NRF24L01 to both Arduino Nano and Raspberry Pi.
The installation is done by connecting the pin accordingly.
NRF24L01 has 7 pins; 2 pins for power source (VCC and
GND) and 5 pins for digital data transfer. Raspberry Pi has 40
Pin GPIO (General Purpose Input Output) and Arduino Nano
has 14 pins for digital input output and 6 pins for analog input
output. Table 1 shows which pins should be connected to each
microcontroller board.

TABLE |
THE CONNECTING OF RASPBERRY P1 WITH ARDUINO NANO
NRF24L01 Raspberry Pi Arduino Nano
VCC 3.3V 3.3V
GND GND GND
CSN GPIO 8 Digital 10
CE GPIO 17 Digital 9
MOSI GPIO 10 Digital 11
MISO GPIO 9 Digital 12
SCK GPIO 11 Digital 13

B. Connecting Sensors and Buzzer to Arduino Nano

The next step of the installation is to connect the sensors to
Arduino Nano Microcontroller. There are two sensors to be
connected: Passive Infrared and Vibration Sensor. Both
sensors require power source; hence each sensor is connected
to GND pin and 3.3V pin on the Arduino Nano. For digital
data transfer, Passive Infrared Sensor is connected to Digital 5
pin and Vibration Sensor is connected to Digital 2 pin.
Additionally, we connect buzzer to Arduino Nano simply by
using VCC and GND pin. The Buzzer does not require data
transfer. The architecture of the sensor module can be seen in
the diagram below.

Fig.7. The sensor module of our project
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C. Server Module

The main purpose of the server module is to send
notification to user. This notification is sent via short massage
system. The main board, Raspberry Pi, runs Debian, a variant
of Linux that works on Raspberry Pi. We use Gammu SMS
Daemon to support our SMS Gateway application and attach a
GPRS Modem to the Raspberry mainboard via USB plugin.
Fig. 8 shows the overall architecture of the server module.

USB wifi

USB modem

pi camera

Fig. 8. The overall of the server module.

The notification system is designed to send an SMS each
time the sensor detects changes. However, designing the
notification system to send an SMS each time the sensor
senses a changes may cause SMS spamming. To avoid this
problem, we set a restriction in the system to only send one
notification per minute. Hence, the system will ignore any
changes sent from the sensor for one minute after a
notification is sent. We also set another restriction to only send
one notification per event; thus a multiple and continuous
changes will be treated as a single event.

D. Flowchart and Program

i. Flowchart of the security system project

In this section, we briefly describe the performance of the
system created. The first step is raspberry pi as the server
module that initializes the settings and starts the service. The
raspberry pi then creates a string-shaped command and sent to
the sensor via the NRF2401L module, such as device
information, sensors and alarm information. When the
command is received by the sensor module, the sensor module
will respond whether the sensor data needs to be sent or the
alarm needs to be turned on. All command information is in
the server module. The sensor module will send back the
required server data module such as sensor value information,
and then the server module checks whether the data passes
through the sensitivity. If it exceeds or equal the sensitivity
data that has been created, then the raspberry pi will take a
picture by pi camera and record the log data in the database
then do notification via SMS or internet to hand pone
homeowners. Fig.9 shows the flowchart of the project.
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Fig. 9. The flowchart of the security system project

ii. Software Program

The software used to create the program is the Arduino
editor and compiler. The compiled *.ino file extension will be
uploaded into the arduino microcontroller. Writing code/
script embedded in arduino IDE software can be seen in fig.
10.

(o) rarguard | Arduino 1.6.7 = =

File Edit Sketch Tools Help

(v 1~ Ed =2
rarguard =

kinciude <sSPI.h> ~

#include <RF24.h>
#include <stdlib.h>
#include <string.h>
#include <assert.h>

int calibrationTime = 07
int ID_DEVICE = 1;

RADIOC = 0>
1T BLERM = OF

pinPIR = 5, pinGETAR = 2, pinBUZZER = 7:
i PIR = 0 :
int GEIRR = 0OF

up {(void) {

al);

Fig. 10 Software code/ script embedded in Arduino IDE
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iii. Experimental set up
The experiments performed are shown in figure 11 below.

Fig. 11. The experimental set up

The installations of raspberry pi start by install the raspberry’s
Card and connect the cables. Take the raspberry’s card adaptor
out, retrieve the micro card, and slot it into the Raspberry Pi;
this is very important, as the Raspberry Pi won’t be able to
turn on properly otherwise. To start with, we’ll need to plug in
an HDMI (High definition Multimedia Interface) cable
between the Raspberry Pi and our screen, an Ethernet cable to
our router (or a USB Wi-Fi dongle), along with a mouse and
keyboard. Finally, when everything we need is plugged in, we
can attach the power cable to the Raspberry Pi.

V. TEST AND RESULTS

For testing purpose, we put our device in a 10x10 meters
warehouse. We register 1 user as the registered user. We
observed the sensitivity of the sensor and the capability to
detect various type of intrusion in order to figure out the best
condition for the system to work optimally. We collected data
from 3 different sensor positions. We also observed the
average time from the moment the sensor detects and event to
the time of notification received by the user. The image below
shows the condition of our test case.

55} Possible Entrance by Force
C=}> Sensor Position and PIR direction
10m Main Entrance

Position 2 Position 1r

10m

Random Objects

Position 3

Fig.12. The Part of our test case condition
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Based on our observation we noticed that sensors on
position 1 can easily detect intrusion using the main entrance
due to the vibration caused by the door. The PIR is also able to
detect the intrusion as soon as the intruder enters the
perimeter. The wide angle of PIR's point of view is able to
cover most part of the entrance. However, there is a narrow
blind spot near the right of the door that can be used to enter
the room undetected. Position 2 is optimal only to detect
intrusions using the left window. There are 100% chances that
the vibration sensor detects intrusion from the two nearest
windows while it only able to detect 70% of entrance from the
farthest left window. The PIR is unable to reach the main
entrance which is averagely 8.5 meters from the sensor.
Position 3 was able to detect the all intrusions from the nearest
2 windows on the right. However, 50% of the intrusions using
the window near the main entrance were undetected. It is also
unable to detect intrusions from the main entrance but able to
detect if the intruder gets closer to the sensor. It is also
important to note that vibration sensor in irrelevant on position
3.

Our test also shows that the notification system works
successfully. The average time difference between intrusion
event and notification received by user is 5 to 10 seconds.
Most of the delay happened during the SMS sending process.
We also noticed that the system does not send more than 1
SMS per minute. The notification system also successfully
ignores continuous event.

VI. CONCLUSION

Raspberry Pl is useful for small application
development because it can be used to integrate with many
components such as  sensors, cameras, speakers, LED
lights, and wireless communication units to develop smart
applications. Based on the results of the analysis, design and
implementation that has been done, we can note some
conclusions as follows: The sensor module can detect
movement and vibration of some object very well and then
send information to raspberry pi as Server module. The
placement of the sensor module has a very important effect, so
it needs to be done well within the calibrated range of the
server module. In this project, the placement of the sensor
module and the server module has been done successfully. It is
evident from the experiment that raspberry pi has succeeded in
sending notification to home ownership via hand pone when
passing sensitivity parameters. Suggestions for the next
project development are necessary to develop especially the
ability of RAM on raspberry pi. Perhaps this needs to be a
concern for the increase of raspberry pi in the following series.
In addition, further development can be done by adding range
of range on the NRF2401L wireless module so that the sensor
module reach can be further extended.
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