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Abstract— In this new era of pervasive computing and anytime, 
anywhere information, manufacturing industry has rightfully 
evinced lot of interest in adopting internet of things in significant 
measure. Industrial IoT adoption offers immense value for 
manufacturing across the value chain for many functions like 
material tracking, production performance, in-line quality 
inspection, asset maintenance, and to churn out new innovative 
service models. The OPC UA standard provides interoperability 
in industrial automation by creating and maintaining open 
specifications that standardize communication of acquired 
process data, alarm and event records, historical data, and batch 
data to multi-vendor enterprise systems and between production 
devices. This paper details out the challenges faced during IIOT 
adoption in a typical Automation industry and provides an OPC 
UA based framework to resolve these challenges and 
demonstrates the application of this concept in a proof of concept 
implementation of an OPC UA adapter. The results indicated 
better performance, superior integration capabilities as 
compared to a traditional industrial protocol gateway.  
 
Index Terms—OPC UA, IIOT, IT/OT Convergence, Data 
Analytics with OPC UA 

I. INTRODUCTION 
Manufacturing industry is witnessing tremendous progress 
across the automation layers right from sensors to machines, 
controllers to machine systems, due to advancements in smart 
sensing, integrated electronics, communication technologies 
and development of micro/nano-electromechanical systems 
(MEMS/NEMS). This has led to Industrial Internet of Things 
(IIoT) initiative being a major component of Industrial 4.0 and 
Smart Manufacturing drive. Needless to mention these 
advancements will influence every industrial manufacturing 
domain be it process or discrete and calls for their calibrated 
adoption for creating and sustaining competitive market 
leadership. 

The number of cellular machine-to-machine (M2M) 
connections in industrial automation applications is predicted 
to grow at a compound annual rate of 23.2 percent—from 2.5 
million connections at the end of 2013 to about 7.1 million 
connections by 2018 [1]. With IoT devices projected to 
increase to about 3 devices per person in next five years, this 
domination of connected machines and sensor networks would 
only create more volume and veracity of data and the real 
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challenge would be made to ensure accurate, real time 
visibility of the information for decision making and 
redefinition of the ecosystem. The information flows in 
industrial systems is increasing across all levels of the plant 
and the need is accommodate plant information for vertical, 
horizontal as well as across the lifecycle of production 
equipment [2]. It is indeed compelling the market players to 
acquire and create new business models to realize and tap the 
vast opportunities opened up by IOT.  

However, there are significant concerns for adopting 
Industrial IoT solutions primarily around data security, 
reliability of data communication, interoperability and 
scalability. The concerns are primarily due to the fact that the 
hitherto employed proprietary interfaces for machine data 
collection, process systems, communication protocols with 
SCADA or their implementation might be exposed to 
vulnerabilities in an IIoT deployment scenario.   Further the 
emergence of IT-OT convergence necessitates interoperability 
between Industrial devices. Devices also need to be 
programmed for firmware updates across its lifecycle and its 
access might need to be restricted based on the end user role 
and responsibility. Additionally the communication network 
should be able to handle requirements for reliable data 
connection even in case of temporary link failures. Many 
industrial IOT gateways provide the necessary bridge between 
shop floor sensor networks and traditional communication 
networks for connecting to the internet [3].  Messaging 
protocols like MQTT, CoAP, AMQP, XMPP, and JMS are 
being adopted for connectivity. The IoT gateway 
functionalities have moved from the traditional technological 
interoperability to include aspects of remote configuration, 
dynamic provisioning, on the air software updates to 
information model based integration. OPC-UA facilitate 
industrial IOT through its scalable and secure service oriented 
architecture. The idea of RESTful extension of OPC-UA is 
also being mooted [4]. 

Infosys offers a versatile OPC UA based IIoT solution 
framework which has scalability right from individual sensor 
devices to sensor systems and connectivity across the 
automation network with applications in the enterprise. 
Furthermore, it offers valuable benefits with unique security 
safeguards along with standard based communication and 
interoperability. This article provides details about the Infosys 
solution for secure and reliable communication to address 
these problems faced by the industry.  
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II. KEY CHALLENGES FACED BY INDUSTRIES FOR IIOT 
IMPLEMENTATION 

Safety and security 
 
The most important challenge in IIOT Implementation is the 
safety and security of systems involved in production, control, 
and monitoring processes. With IIoT, the data in secured 
process control environment could be exposed to the internet 
world, and hence requires stringent security measures to avoid 
vulnerabilities. Further, security threats on data integrity, 
confidentiality and authorization are very much real in such an 
interconnected environment and strategies for defense in depth 
have to be revisited, while adopting IIoT. 
 
Interoperability 
 

 
 
Both process and discrete industries use wide varieties of field 
devices and heterogeneous systems for automating the 
factories. In such a situation, automation solutions used are 
optimized and usually tightly bound for the particular industry 
needs.  

Many specialized solutions adopted would have evolved 
over a period, based on commercially off the shelf products, 
making them inflexible for changes. The solutions provided by 
different service providers in many cases are not interoperable 
and scalable. Specialized protocols are used in field, plant and 
enterprise networks, which also differ with the type of 
industries. The usual way of connecting these heterogeneous 
systems is to use specific gateways to connect systems to 
higher levels of automation layer.  But this solution is neither 
interoperable nor scalable and it involves huge cost and effort 
for the implementation with multitude of gateways and 
aggregation problems. This lack of common standardization 
and non-interoperable systems are one of the major challenges 
for IIOT implementation. 
 
IIOT and IT-OT:  
As IIoT gains greater traction across industries, end 
users/manufacturers are realizing various functions like 
achieving production efficiency, tracking 

materials/production, detecting quality deviations,  and to 
carryout predictive maintenance To achieve these, process 
control automation are integrating with information 
technology systems adding significant value integrating 
different manufacturing functions and that too across the value 
chain. To realize seamless integration of IIOT with overall 
IT/OT convergence, it would require a reliable, secure and an, 
interoperable communication platform. 

III. METHODOLOGY FOR IIOT ADOPTION BY OPC UA  
The Infosys solution framework recognizes the importance of 
data integration from heterogeneous sources like devices, 
controllers and with other production and enterprise level 
applications. Legacy controls systems normally have disparate 
protocols.  
       

 
    

    

Fig. 1. Challenges in IIOT Implementation Fig. 2.  Infosys IIoT solution with OPC UA as the communication platform 

Fig. 3.  Plant/Enterprise level Interfaces- Infosys IIoT solution  
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Salient benefits with OPC UA 

 OPC UA being both vendor and platform independent 
and an open industrial standard, it offers high 
interoperability linking both shop floor and enterprise 
systems. 

 Subscriber/publisher communication model reduces 
the number of bytes on the network, reducing the 
network bandwidth requirement. Hence number of 
devices connected can be increased two to three times 
compared to normal periodical transition of data.  

 Plug and produce is possible with OPC UA, using 
different discovery mechanism for notifying OPC UA 
capable devices. This capability would be extremely 
useful in device management in IIOT scenario. 

 With OPC UA, one can adopt any standard based 
models like CIP, PLCOPEN [8], ISA95, MIMOSA 
etc., for information modelling at embedded devices It 
supports binary mode of communication for 
embedded device, while supporting SOAP based 
communication for cloud and web services. 

 With changes done in data model alone, OPC UA 
Server can be exposed to show different data for a 
different application. Hence implementation becomes 
very cost effective.  

 OPC UA supports X.509 certificates, security 
mechanisms like PKCS12 Public-Key Cryptography 
Standards based certification. It can communicate 
through any standard HTTP or UA TCP port. It offers 
message level security with session ID, time stamp 
and sequence number which is verified for each 
message received.  

 Further, OPC UA provides message encryption 
features and multiple levels of security - at the 
application for user authentication and authorization, 
at communication layer for application authorization 
and at transport layer for ensuring integrity and 
confidentiality. 

 

Figure 2 and 3 depict the solution architecture which has 
primarily three layers – data collection, edge and the analytics 
tiers. The UA adapter solution component converts the legacy 
protocols into OPC UA thereby transforming into an IIoT 
implementation enabling web connectivity. The protocols with 
could be classic OPC, Modbus, DNP3, and IEC 104. This 
makes it possible to capture real time and events data from the 
plant floor, aggregate, provide context, integrate with analytics 
on the cloud to gain additional insights and orchestrate other 
business actions. The adapter connects fieldbus for remote 
operations management (ROM) devices with the IIOT world 
through HSE wireless backhaul system. With distributed 
nature of the systems in these domains, UA adapter transforms 
the data coming via the long distance communication 
technologies such as GPRS, satellite, and wireless cellular, 
WiMAX/LTET It will also act as the data aggregator from 
different sources of control system data and expose the 

aggregated data in one common OPC UA address space. 
Control system manufactures/end users can adopt OPC UA for 
any new embedded devices as it has low footprint and allows 
use of in-memory critical embedded devices including single 
chip systems [5] with inbuilt sensors and actuators. OPC UA 
being scalable, secure and SOA based, has the additional 
advantage of being suitable for both vertical and horizontal 
integration at all levels (HMI/SCADA, MES, ERP and Cloud) 
of ISA 95 automation architecture. 
 

The edge layer contains components for data aggregation 
and exposing it as one common OPC UA address space with 
query and rules engines. A device manager complements to 
connect to different devices (OPC UA Clients) on plug and 
play mode and access manager for authorized access of the 
attributes in the OPC UA address space. Edge analytics 
facilitates analytics of the data aggregated in the layer to 
provide any local or custom analysis and computations. 

Any process monitoring HMI station with the OPC UA 
client interface can be connected to an aggregated OPC UA 
server.  Similarly mobile HMI client with OPC UA client 
interface can also get connected to an aggregated OPC UA 
Server to get the real view of the process plant attributes and 
parameters. MES [6] systems with OPC Client interface 
enables seamless exchange of data between the control and the 
MES layers. Also SAP with OPC UA Connector [7] would 
allow to enable IT/OT convergence with the required data 
exchanges between IT levels to OT level. 

OPC UA can also be scaled to large and complex enterprise 
level applications, with complex data model to make the 
solution extensible. Security features like encryption, 
certification, and user authentications are in-built feature of 
OPC UA framework. Further being vendor and platform 
independent the Infosys approach based on OPC UA can be 
conveniently adopted for IIOT implementation.  

OPC UA for M2M communication: 
Machine to Machine (M2M) communication involves the 
exchange of data between plants for the intelligent networking 
of decentralized, independently acting embedded intelligent 
devices. With OPC UA in the core of the M2M layer, the data 
can be aggregated as well as processed before sending it to 
various upper levels of automation. Also with M2M, it can 
consume as well as provide information from /to other field 
devices to create new aggregated process value and embed 
some level of intelligence at the device and machine itself. 
This provides a means for the device itself to be smart and 
offer possible maintenance / calibration alerts or deliver 
information about the history of maintenance – instead of just 
providing data.   
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In the proposed Infosys IIOT solution for device layer, to 
make the devices to interconnect and communicate, the 
devices should contain both the OPC UA server and the client. 
 
Real machines/devices like compressors/ pumps/drives/valves 
can then be modeled as IEC61131-3 [9] PLC complex objects 
in the embedded OPC-UA server within the controller which 
in turn can be exposed as complex data structures for semantic 
interoperability to the outside world as depicted in Figure 4. 
With this, intelligent controllers can make decisions 
independently and transmit information to its neighbors or 
query status providing flexibility in solution implementation. 
With the standardized PLCOpen function blocks the 
controllers independently initiate communication from the 
controllers to other process devices as OPC-UA clients, whilst 
at the same time being able to respond to their requests or to 
requests from higher-level systems (SCADA, MES, and ERP) 
as OPC-UA servers. This architecture allows the devices to 
exchange critical data with each other and make smart 
decisions based on the logic implemented in them. 
 

OPC UA based Data Analytics in Cloud: 

With IOT in place, there is a provision to collect big data 
about the plant operation, machine status, 
inspection/maintenance logs and diagnostics at a central cloud 
environment. The analytics done with such data combined 
with knowledge base on each asset would open-up 
avenues for predictive maintenance to save on maintenance 
costs and procurement of spares,   reduce downtimes and take 
optimal CAPEX decisions.  

 

With an OPC UA connector data can be streamed from a 
device directly to a cloud endpoint such as Azure event hubs 
for real-time analytics and machine learning through AMQP 
bridge as depicted in Figure 5 [10]. This will help 
organizations to gain valuable data insight about both the 
health and performance of their operations, through data 
visualization, dashboards.  

For a proof of concept, OPC UA adapter was implemented 
by using Infosys OPC UA Framework and the details of POC 
and results are explained in the following section.   

IV. PROOF OF CONCEPT SETUP 
The OPC UA server adapter as depicted in Figure 6 
harmonizes different types of controllers, using varying legacy 
communication protocols into OPC UA communication 
standard. OPC UA is a medium through which these 
controllers (Ex. IEC 104 and DNP3) can be harmonized and 
connected to analytical layer through the edge layer of the 
solution with the adapter acting as a gateway.  
 

 

Performance test and Results: 
Tests were done for the performance comparison of OPC UA 
Adapter with an industrial gateway. The industrial gateway 
employed used an industrial PC powered by Pentium M 1.4 
GHz running Windows XP embedded operating system. The 
OPC UA adapter was also deployed in a similar industrial PC.  
The comparison tests were performed with 10000 data points. 
In our setup IEC 60870-5-104 (abbreviation IEC-104) is the 
third party network and the industrial gateway converts the 

Fig. 4.  OPC UA for M2M communication Fig. 5.  OPC UA based Data Analytics in Cloud 

Fig. 6.  OPC UA Adapter 
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data from the third party network to a proprietary protocol 
data and further into the OPC communication standard. While 
OPC UA adapter directly converts the data from third party 
network into the OPC UA format. The IEC-104 transmitted 
data was time stamped using Wireshark (network analyzer). 
The OPC UA variables related to the third party data variables 
are subscribed in OPC UA client. The test results show that 
data from IEC-104 network is available in edge layer through 
OPC UA adapter in less than 200 milliseconds, whereas 
industrial gateway took around 300 milliseconds to get the 
data in plant network layer. There is an improvement of 100 
millisecond with UA adapter resulting corresponding 
improvement in data throughput and response time as 
compared to the Industrial gateway. 

The table below shows the comparison of OPC UA adapter 
performance with the industrial gateway. 

 
TABLE I 

OPC UA ADAPTER AND INDUSTRIAL GATEWAY COMPARISON 
 

Parameter OPC UA 
Adapter 

Industrial 
Gateway  

Time for a variable to 
appear from IEC-104 
(third party) network to 
Plant control network. 

< 150 
millisecond 

< 300 
millisecond 

Time for a variable to 
appear from IEC-104 
(third party) network to 
SCADA system or OPC 
UA client. 

< 200 
millisecond 

< 400 
millisecond 

Read operation network 
latency 

< 100 
millisecond. 
(Gets the 
value from 
OPC UA 
data 
model). 

< 500 
millisecond. 
(Has to get 
value from 
IEC-104 
controllers). 

 

V. TYPICAL IIOT USE CASES ACROSS INDUSTRY 
DOMAINS WITH OPC UA 

Asset and Material Tracking:  
In a typical Automotive Industry, there will be lot of 
movement of items, work in progress components, assemblies 
and sub-systems products across the factory floor. Location 
information, genealogy of components and systems help in 
establishing forward and backward traceability. It will ensure 
to maintain the quantity, quality and availability of the 
material in the production line and help to contain risks and 
manage recalls. It provides production visibility thereby 
minimizing the chance for a faulty finished product coming 
out of production line. Further, it helps to contain logistic and 
inventory costs while providing much required operational 

agility.  

Asset performance monitoring and predictive analytics: 
In a complex manufacturing environment, industries are 
constantly looking for ways for improving productivity, 
reducing wastes, expenditures and seeking avenues to increase 
their global competitiveness. Industries like oil and gas, 
mining industries are keen for improved production efficiency, 
asset utilization and reduced maintenance costs while 
pharmaceuticals, chemicals, food are grappling with issues 
around process variability, customer service improvements. 
These problems involve cross functional data, complex 
relationships with many variables and would require different 
set of tools and techniques to understand the big picture and 
implement solutions. Further, the data could also be 
distributed with sensors/assets being spatially dispersed and 
collection of such data itself becomes a challenge.  

Data driven analytics coupled with edge connectivity 
provide approaches to tackle such hitherto impermeable 
problems and achieving the end goal. Many of these industries 
had systems in place for facilitating operations, fulfil safety 
concerns and compliance. But, the data was not leveraged 
enough for assessing asset health and predict failures. IIoT 
provides the means for acquiring such asset health data in near 
real time, merge different data domains like operation, 
machine inspection, maintenance, procurement and carry out 
analytics in the cloud for adopting the right maintenance 
strategies and saving costs.  

VI. CONCLUSION: 
OPC UA is widely emerging as a common communication 
platform to leverage the IIOT capabilities for achieving 
Industry 4.0 objectives. Unlike other messaging protocols, 
OPC UA is capable to be used in all layers of ISA 95 
architecture, from device layer to business layer. Currently 
only OPC UA framework provides a complete single solution 
for M2M communication in embedded space, with inbuilt data 
modelling support and multiple security options. The proposed 
framework for use of OPC UA as standard communication 
interface in all layers of automation hierarchy offers wide 
range of benefits in terms of scale, security and 
interoperability for typical IIoT implementation. OPC UA 
based communication framework, performs better than the 
traditional gateway based solution and are applicable for both 
process and discrete manufacturing industries. 
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